
Blue Kai
The largest data miner



A “Game”
Think of the person that you know best in the world. 

[Family member, friend, significant other]

See how much of the information you know about them. 

Keep tally on a sheet.



1. What is their full name?
2. What is the full name of their 

parents?
3. What is the full name of their 

siblings?
4. What is their address?
5. What is their postal code?
6. What is their home phone 

number?
7. What is their cell phone number?
8. What forms of social media do 

they use?
9. For each form of social media, 

what is their id?
10. What was their last google search?

11. What kind of phone do they have?
12. What kind of car does their family 

have?
13. What technology do they have at 

home? (tablets, e-readers, 
computers, tvs…)

14. What was the last game/app they 
played on their computer?

15. How old are they?
16. What is the highest form of 

education they have received?
17. How much money do they make a 

year?
18. What are the names of all the 

educational institutions they have 
attended?

How much do you know about your friend?



19. What kind of soap do they use?

20. What kind of shampoo do they 
use?

21. What bank do they use?

22. What is their bank balance?

23. What credit cards does their 
family have?

24. What is the last change on the 
credit card?

25. What was the last store they 
shopped at?

26. Which store do they spend the 
most in?

How much do you know about your friend?

27. What hobbies do they have?

28. Where did they last go on 
vacation?

29. How much did they spend on 
their last vacation?

30. Do they have a pet?

31. What kind of food does their 
pet eat?

32. What is their favourite food?

33. Where do they work?

34. What is the most common IP 
address they use?



• Owned by Oracle.

• They own information about 700 million people. 

• They store about 40,000 pieces of information about each 
person.

• Exabyte of information (1 billion GB, or 10^18 Bytes).
• All words ever spoken by humans is about 5 EB of info, roughly 

that size

• They buy this information from website and social media.

• They sell this information to stores and advertisers.



In the year 2011, 
Data Mining was an 

11 billion-dollar
industry worldwide.

This figure 
appeared to come 
out of no where.



In the year 2019, in 
the United States, 

Data Mining made a 
trillion dollars.

In the year 2011, 
Data Mining was an 

11 billion-dollar
industry worldwide.

This figure 
appeared to come 
out of no where.

And that was pre 
pandemic.



For years, oil has been 
recognized as one of the 

world’s most valuable 
commodities. In 2018, data 

surpassed oil in terms of 
value. 

And this data is bought 
and sold.

Microsoft paid $26.2 
billion, or $260 per 
active customer, to 
acquire LinkedIn in 

2016



Where does the data 
come from?

How can they possibly know 40,000 things about me?

I agree.



When you visit a website, any 
website, or social media, or 
gaming platform… you send 

them a packet.

The packet header contains the 
IP address, which tells the 

company where you are from, 
but also your DEVICE ID.



The DEVICE ID is 
unique to your phone 
or computer or laptop 

or device.



To: 8.8.8.8 (Google)
From: 63.255.173.183

Packet 5 of 6
Device ID: 123446778

Apple IOS 10.3

Hey Google, 
Can you please tell me
where You Tube is?

Thanks, 
User 63.255.173.183

Now Google knows roughly where 
you are (IP Address, 
63.255.173.183) and which 
computer, precisely contacted it 
(123446778).

They also know what you Googled.

They have all of the search 
requests since they were founded 
stored.



Data-miners take as 
many packets as they can 
get from as many sites as 

will sell to them.

To: 192.168.1.201 (Amazon)
From: 63.255.173.183

Packet 5 of 6
Device ID: 123446778

Apple IOS 10.3

Hey Amazon, 
I want to buy Uno for $6.43. Please 
Charge it to MasterCard #34567, 
and send it to 23 Hurontario, 
Brampton.

Thanks, 
User 63.255.173.183

It’s a fairly safe bet that 
everything you do on-line 

is stored in a Data 
Miner’s database 

somewhere



Canadian Tire has found that 
people who buy Premium Bird 

Seed are among their most 
valuable customers.



Target found that a major 
sign of pregnancy in woman 

was that they changed to 
un-scented soaps.



Then, they used to 
send woman ads 

to get them to 
come to Target to 

buy things for their 
baby.

However, that freaked women 
out. They wanted to know how 

Target knew before they’d 
announced it!



Target changed tactics. They sent 
out a crafted flyer. On page on 

were some random ads.

Inside they sprinkled baby items. 
Same message, but the woman 

didn’t know that Target knew they 
were pregnant.



What’s this?



How does use ?



Remember 
housekeeping?



How does

use real-time bidding for 

?



What’s this?



https://www.youtube.com/watch?v=KW0eUrUiyxo

https://www.youtube.com/watch?v=KW0eUrUiyxo


1. User

2. Server (website, social media)

3. Sells to Blue Kai

4. Blue Kai processes data

5. real-time bidding,
Marketing info



One beneficial thing that data 
mining can do is find identity 
theft. I had my identity stolen 

about 12 years ago and the 
banks contacted me… not the 

other way around.



Is this legal?
You did click “I agree”.





Oh oh. 
The Device ID.
IP address.
Phone number.
GPS.
Network 
information.



Huh. 
They own your 
pictures too.



“Your trust is 
important to us”



We use 
everything to 
profile you.



We use cookies. We 
share with others 
who do too. 

We delete your name 
(useless), but not your 
device id or anything 
useful.



If hackers get in 
and steal your 
information, we 
are sorry.

The data 
belongs to us. 
We can be sold. 
So can your 
data.



So what can you do 
about this?

Opt out.

Turn on all of your privacy settings.

Practice good digital citizenship.





Not breaking 
the law. So
what’s the 
problem?



Simple. 
How can you opt 
out of something 
you don’t even 

know you are in?







functional 
MRI 
scanner 



Brain Scan of a fly







Gallant, UC Berkley, 2011



Gallant, UC Berkley, 2011







Golden State Killer 
was found through 

ancestry sites.



Health Insurance 
Companies would 

love this 
information.


