
Cryptography
History and Basics



Transposition Ciphers



Spartan Scytale



Eve

Alice Bob

?

Send Help! Send Help!

Encryption

Decryption

Secure Transmission



Pig Latin



HELP … ELP+H … ELPH+AY

Algorithm: First letter to end AND add ay.

Alice

HELP Plaintext

Bob
ELPHAY

Ciphertext



Substitution Ciphers



Caesar
Shift



ABCDEFGHIJKLMNOPQRSTUVWXYZ
ZABCDEFGHIJKLMNOPQRSTUVWXY

Key: shift of 1 letter

Alice

HELP Plaintext

Bob
GDKO

Ciphertext



Eve

Alice
Bob

HELP

GDKO

Encryption

ABCDEFGHIJKLMNOPQRSTUVWXYZ
ZABCDEFGHIJKLMNOPQRSTUVWXY

Key: shift of 1 letter

I know the 
key. I can 

decrypt the 
message. 

I am so 
confused. 

Yeah. 
Not 

really.





There are only 26 
possible keys… 
and one of them 
is very poor.

Why is that 
key so 
poor?



Eve

Alice
Bob

HELP

GDKO

Encryption

ABCDEFGHIJKLMNOPQRSTUVWXYZ
ZABCDEFGHIJKLMNOPQRSTUVWXY

Key: shift of 1 letter

I know the 
key. I can 

decrypt the 
message. 

I only need 
to try 25 

keys. That’s 
seconds. I 

can decrypt 
the message.

Brute Force 
Attack



Eve

Alice
Bob

HELP

Key: shift of 
1 letter

I need to 
pick a key.

I know the 
key. I can 

decrypt the 
message. 

Perfect. I 
will save 

the key for 
later.

Key  Distribution 
Problem

Send the key out.



Mirror Writing











ABCDEFGHIJKLMNOPQRSTUVWXYZ
1 2  3 4  5  6 7  8  9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

Algorithm: Position of Letter

Alice

HELP Plaintext

Bob8 5 12 16

Ciphertext





In a random alphabet cipher, you randomly scramble the alphabet.
This makes a brute force attack harder for humans.

JKLAXUVWBCZFHIDQTENOPGMRSY

Key: the following alphabet



ABCDEFGHIJKLMNOPQRSTUVWXYZ
JKLAXUVWBCZFHIDQTENOPGMRSY

Key: second alphabet

Then, to encrypt, you use the corresponding 
position of the letter you want in the next alphabet.

If you want B, you write K.



ABCDEFGHIJKLMNOPQRSTUVWXYZ
JKLAXUVWBCZFHIDQTENOPGMRSY

Key: second alphabet

Alice

HELP Plaintext

Bob
WXFQ

Ciphertext



ABCDEFGHIJKLMNOPQRSTUVWXYZ
JKLAXUVWBCZFHIDQTENOPGMRSY

Key: second alphabet

Decrypt this: WXFFD

How do you do decryption?
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