
ICD2O –Sprites – Unit 5 Test Review 

1. Name 4 kinds of malware Virus 
Worm 
Trojan 
Ransomware 

2. Name 6 types of Cyber-Attacks Hacking 
Phishing 
Sniffing 
D-Dos 
Zero-Day 
Cyberwar 

3. Name 6 forms of Cyber security. Passwords 
Virus Scanner 
Firewall 
Backups 
Network Use Policy 
Air Gap 

4. A form of malware that gives 
complete access of a computer 
to a hacker. 

Trojan 

5. Unauthorized access to a 
computer. 

Hacking 

6. A form of malware that can 
spread itself. 

Worm 

7. Blaster was this type of 
malware. 

Virus 

8. Stuxnet was this type of 
malware. 

Worm 

9. Estonia was attacked using this 
type of attack 

D-Dos 

10. Malware that makes your 
computer run slowly and lose 
hardware space. 

Virus 

11. Type of attack used against the 
Toronto Sick kids hospital in 
2026. 

Ransomware 

12. A email impersonating 
someone attempts to install a 
trojan on your computer. 

Phishing 



13. All types of software intended to 
harm a computer. 

Malware 

14. When a hacker uses bots to 
send messages to a server. This 
overwhelms the server and 
takes it off-line. 

D-Dos 

15. The hacker in-charge of the D-
Dos attack. 

Herder 

16. A computer network inflected 
with a Trojan; Used in a D-Dos 
attack. 

Botnet 

17. A computer that is used in a D-
Dos attack. 

Bot 

18. An attack by a nation-state 
(country) using malware or 
hacking. 

Cyberwar 

19. An attack that has never been 
used before. 

Zero-day 

20. Luring someone with an 
innocent-looking email that 
actually contains a virus. 

Phishing 

21. A user’s files are encrypted. To 
unlock them, the user must pay 
the hackers. 

Ransomware 

22. An attack where the hacker 
monitors wifi packets. 

Sniffing 

23. A virus that took the power grid 
off-line in 2003. 

Blaster 

24. A worm that was used in a 
cyberwar attack against Iran’s 
nuclear reactors. 

Stuxnet 

25. The attack used by Russian 
hackers against Estonia in 2007. 

D-Dos 

26. A trojan used by Chinese 
hackers. Found in 2010. 

Ghostnet 

27. An attack used against the 
EQAO in 2016. 

D-Dos 

28. A hacker on the network reads 
your packets and steals your 
password. 

Sniffing 



29. Effects of the Blaster Virus. Slowed down infected computers. 
Accidentally took down the power 
grid in eastern USA and Canada. 

30. Effects of the Stuxnet worm. Caused centrifuges in nuclear 
reactors to overheat and burn out. 
Took Iran’s nuclear reactors offline. 

31. Effects of Russia’s cyberwar 
attack of 2007. 

Took all of Estonia’s networks 
(including banking) down for 3 
weeks. 

32. Effects of Ghostnet. Could turn on webcam and 
microphones without user knowing 
and monitor room where computer 
was located. 

33. Payment method for 
Ransomware attack. 

Bitcoin 

34. Victim of ransomware attack in 
Dec 2022. 

Toronto’s Sick Kids 

35. Hackers use this program to 
break into passwords 

Password cracker 

36. A second copy of the file, re-
installed when you get a virus. 

Back up 

37. A program that checks a list of 
virus code against your 
computer’s files to see if any 
are infected. 

Virus Scanner 

38. A program that checks a list of 
virus code against incoming 
internet traffic to find viruses 
and stop them entering your 
computer. 

Firewall 

39. A very secure computer with no 
network connections. 

Air Gap 

40. A set of rules to keep your 
network safe and free of 
viruses, and to encourage good 
digital citizenship. 

Network Use Policy 

41. An attack that has never been 
used before. Virus scanners 
can’t stop them. 

Zero Day 



42. The percentage of viruses 
caught by a virus scanner. 

10% 

43. Needed to make a secure 
password 

1 - Long (over 8 characters) 
2- Upper and lower case 
3 -Numbers 
4 -Special characters 
5- Avoid names, birthdays 

44. 4 low security solutions Backup 
Password 
Firewall 
Virus Scanner 

45. 5 medium security solutions 1- Network Use Policy 
And better versions of: 
2- Backup 
3- Password 
4- Firewall 
5- Virus Scanner 

46. 1 very high security solution Air Gap 
47. Direction? 

VelocityX = 0 
VelocityY = 5 

Down 

48. Direction? 
VelocityX = 5 
VelocityY = 0 

Right 

49. Direction? 
VelocityX = –5  
VelocityY = 0 

Left 

50. Direction? 
VelocityX = 0 
VelocityY = –5 

Up 

 


